
In the ‘brave new world’ of the Financial Conduct Authority (FCA), conduct risk is an issue that all financial 

institutions need to take seriously as they will be required to demonstrate that customers and integrity 

are a core part of their strategy. Written with board members, senior executives, compliance, risk and legal 

professionals in retail firms in mind, this article seeks to explain conduct risk, considers the cultural challenges, 

identifies steps to help address conduct risk and poses questions designed to help firms benchmark their 

existing conduct risk arrangements against good practice.  
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Background
The financial services sector is slowly emerging from its most 

serious crisis in living memory. It is doing so against a hostile 

environment of public, political and regulatory mistrust, 

rising costs, significantly increased regulation, and high levels 

of customer dis-satisfaction. There are many ‘challenger’ 

banks emerging to take advantage of the currently tarnished 

reputation of the established players. Few days pass without 

news of new, sometimes record level, fines and regulatory 

changes impacting both the way firms do business today and 

shaping how they will work in the future. These ever-changing 

demands are placing a great strain on firms, in particular on 

board members, senior executives, and the compliance, risk 

and legal teams that work alongside them. In common with 

industries, including oil, gas and pharmaceuticals, that have 

gone through seismic structural and cultural change following 

serious risk failures, the financial services industry is working 

hard to tackle the factors that contributed to the crisis.  

Adjusting employee incentives, reinforcing the second and 

third lines of defence, clarifying roles and responsibilities, and 

tightening controls and processes are just some of the actions 

being taken. 

As the FCA focuses on ‘conduct risk’ in its broadest sense, it is 

driving institutions to address the underlying issues that have 

led to this serious breakdown in trust across the industry. 

Many of our clients have expressed frustration at these 

changes, particularly those who are unclear about what 

‘conduct risk’ means and who don’t understand exactly what 

this means in practice for their business. For others, the 

frustration arises from the deeply held belief that they already 

have their clients at the ‘heart of their business’ but have 

been unable to evidence this to the satisfaction of the FCA.  To 

others, it simply feels like an on-going and never-ending stream 

of new regulatory requests. 

We strongly believe that this regulatory focus on conduct should 

be regarded as a positive opportunity that can become a source 

of competitive advantage for a firm if senior management 

approach it in the right way. The right approach can; 

• Drive through significant cultural changes in their business;

• Improve the experience of their customers:

• Identify and head-off future regulatory ‘fires’; and

• Start to rebuild trust in the eyes of their stakeholders - 

customers, regulators, shareholders, employees, consumer 

bodies and the media

 Senior management needs to take the lead in this process, 

and this paper explores some of the key areas where, in our 

view, firms need to focus their attention.

What Is Conduct Risk In Retail Markets?
Whilst ‘conduct risk’ has become embedded in the FCA’s 

vocabulary, and we all use the term every day, a simple, 

consistent definition has yet to emerge. However, numerous 

indicators and examples of “poor” management of conduct 

risk are useful in helping firms to grasp the concept and 

formulate a definition that is relevant to their business.  

Critically, firms must then take the next step and translate 

what conduct risk means for their business into internal 

processes and procedures that will deliver the desired 

customer and market integrity outcomes. One of the better 

definitions we have seen describes conduct risk as…. “the 

risk that detriment may be caused to the firm, consumers 

and other market participants because of the inappropriate 

execution of business activities.” 

Firms need to take a hard look at their business model and 

customer strategy before delving into issues such as culture, 

products and remuneration. This is what the FCA is doing 

right now, looking over firms’ shoulders to understand how 

they deliver, and evidence, that they: (i) put the customer 

‘at the heart of all that they do’; (ii) identify products that 

are potentially higher risk to clients or ‘too profitable’ (which 

could suggest that they are taking advantage of information 



asymmetries); and (iii) ensure customer needs are considered 

throughout the lifecycle of every product.

In short, firms are required to ensure they deliver the expected 

outcomes to their customers, which means taking things some 

steps beyond “treating customers fairly.” Any process that 

does not support this puts a firm at risk.

The Need For Cultural Change
The wrong reason to embark upon a programme of cultural 

change is because the regulators say you must. Firms must do 

this because it is necessary and the right thing to do.

Many firms have acknowledged that now is the time for 

significant cultural change: the focus for retail firms will be on 

the customer while market integrity will be the objective 

 in wholesale.  

Firms need to address the culture and values of the business  

and to ensure that they are closely aligned to serving the 

customer in a meaningful way that can be implemented in 

real terms. Cultural change requires persistence, time and 

resources and there is a question as to whether the FCA will 

have the patience to see the results work their way through into 

better outcomes. So cultural change needs to be supported by 

the other steps identified below to demonstrate that firms are 

intent on delivering the changes expected of them.

So how will the regulators go about measuring and assessing 

the culture of a firm? The FCA will approach culture by 

considering a range of questions such as:

• Does management model good behaviour and bring its 

values to life? And how does it do this?

• Has management articulated its vision of the right culture 

and how it expects people to behave in future?

• Has management communicated a clearly understandable 

strategy as regards appropriate conduct?

• Does management offer guidance and training to assist 

in good decision-making – for example, on ensuring the 

fair treatment of customers and effective conduct risk 

management?

•  Is conduct risk mitigated through design of business 

processes?

• Does management incentivise and reward good behaviour, 

and deter poor behaviour – and how does it do this?

• Does management encourage the required challenge to the 

status quo, and do arrangements exist to encourage and 

react to whistle-blowing?

The FCA will expect to see evidence that the firm is  

delivering the right customer outcomes through the collection  

of robust management information – and evidence that it will  

be acted upon.

Six Key Steps Towards Managing  
Conduct Risk 
1.  Define what conduct risk means in your business – 
and how it will be managed 

Conduct risk is not just another name for ‘Compliance’ or 

a new ‘badge’ for the now discredited TCF initiative. It has 

fundamental implications for the way in which firms run their 

business and now is the time for firms to identify and articulate 

what conduct risks are inherent in their business.

Boards and senior management must go beyond defining 

conduct risk and ‘setting the tone’ – they need to establish 

their firm’s approach to conduct risk, and actively engage  

in deciding how potential risks will be mitigated, managed  

and measured. 

The FCA will expect senior management teams to ensure, and 

be able to demonstrate, that:

• All actual and potential conduct risks have been identified, 

and are being effectively managed;

• All business units within the firm have appropriate policies, 

procedures, systems and controls in place to manage 

conduct risk; and

• Senior individuals, at group and business unit levels, have 

the necessary resources, tools and influence to oversee and 

to enforce adherence to emergent conduct risk policies and 

procedures.

2.  Identify conduct risks in the business 

Firms need to identify, understand and articulate the current 

and potential conduct risks across their product range, 

delivery channels and business units. This is best done by 

way of a comprehensive conduct risk assessment covering all 

business areas and all aspects of the business. 

The results of the assessment should be used as the basis 

of the development of conduct risk policies and standards, 

robust controls, the implementation of appropriate monitoring, 

and the creation of meaningful and actionable management 

information.  

It is critical  that conduct risk assessment becomes an 

on-going process, not a one-off exercise, and that it is   

refreshed and reviewed periodically - especially if there is any 

material change to the business. 

3.  Develop relevant, understandable policies, 
procedures, systems and controls

The conduct risk assessment, combined with the firm’s 

definition of conduct risk, will drive the creation of robust and 

measurable conduct risk policies and procedures. These need 

to be accessible, understandable and effective. Whilst creating 

those policies and procedures, firms will also be able to identify 

relevant controls to be introduced to manage conduct risk. 
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There may well be some controls in place already but the 

conduct risk assessment can also be used to identify where 

existing controls can be improved or if a control is no longer 

meaningful, or the effect of the control has been reduced.

This, in turn, will determine the management information 

needed to manage conduct risk and will inform what the senior 

team needs to know about the effectiveness of the controls.

4.  Establish robust governance processes, supported by 
meaningful management information

Conduct risk is here to stay and firms will need to ensure that 

they establish robust governance arrangements across all levels 

of the firm reflecting all relevant processes. One way to do this 

is to establish a Conduct committee, with appropriately senior 

representatives from across the business, including sales, 

marketing, product design, complaints and operations as well as 

relevant risk and infrastructure representatives. Fundamentally, 

the objective of the committee would be to provide assurance 

that all areas of the business remain focused on the needs of the 

customer and on delivering the right outcomes to them - a broad 

remit. Some firms are incorporating conduct risk within existing 

committees dealing with issues such as governance, operational 

risk or reputational risk and large firms may need to address 

conduct risk in a variety of fora. We encourage firms to invest 

time in thinking through what arrangements are appropriate, 

and in light of the newness of the concept, combined with the 

high level of regulatory attention, more focus from more people, 

rather than less, is wise.

Firms need to ensure that the arrangements for governance are 

underpinned by management information that allows conduct 

risk to be effectively managed including the right combination 

of quantitative and qualitative measures to show that the right 

outcomes are being delivered to customers.  The realm of 

management information continues to plague management and 

boards – there is frequently an excessive amount of data and 

limited useful information. Those preparing the information, and 

their functional leaders, have an opportunity to start anew, and 

create simple, clear and timely management information. Senior 

management will be expected to be very vigilant for conduct 

risk, and to take action on all the management information they 

review and on issues escalated to them.

5.  Review new and existing products

The FCA has made it abundantly clear that it intends to 

intervene earlier in a product’s lifespan and seeks to address 

root causes of problems for consumers. One way the FCA is 

doing this is by scrutinising firms’ product governance - in 

other words, how they design, operate and distribute products. 

This includes assessing, for example, whether the target 

consumers’ needs were taken into account early in the product 

design phase; whether there is sufficient product oversight and 

monitoring of actual outcomes for consumers; and whether 

distribution strategies are appropriate. Firms are expected to 

identify the target audience and design products that meet 

their customers’ needs - and it has to be made very clear 

from the outset, at whom the product is aimed, and for which 

customers it will not be suitable.

It is critical to remember that this is not just about new 

products, at time of launch. Existing products also need to be 

given the same level of scrutiny periodically over their lifespan 

and many firms have now developed risk-based product 

testing programmes under which all existing products are 

systematically subjected to a periodic review from a conduct 

risk perspective.

In practical terms this means that firms need to:

• Rigorously test products to make sure they will deliver fair 

outcomes. This includes looking to see how the product 

would fare under different scenarios, throughout the product 

lifecycle, to see if it will do exactly what the firm says it will 

do, not just at the point of sale, but for the entire life of the 

product. Products which look good on day one may look less 

appropriate due to unforeseen environmental change.

• Establish robust and well documented product approval 

processes, and have them in place before products are 

distributed. Ensuring that the right product gets into the 

hands of the right people is key to preventing mis-selling, 

such as very elderly customers investing in long-term or 

very high-risk investments.

• Monitor the performance of products to see who is buying 

them and how they are performing. Managing conduct risk 

is not just relevant at point of sale; the firm needs to take an 

interest in how the product is actually working in practice 

throughout the product lifecycle.  

6.  Review remuneration, incentive and disciplinary 
schemes

“Here and overseas a culture had developed in many areas of 

financial services where the pursuit of revenue – often short-

term revenue – was the primary focus of people’s activities and 

energies. Whether that revenue was derived from selling the 

wrong products to the wrong people; seeking to manipulate 

an industry wide benchmark to suit your own book; or, from 

using inside information to benefit yourself or your firm is, to 

a large degree, irrelevant” (Tracey McDermott, Director of 

Enforcement and Financial Crime, the FCA, 18th June 2013).

Board and senior management teams are now required 

not only to identify and assess the specific features of their 

incentive schemes that might increase the risk of mis-selling 

or inappropriate conduct - but also to ensure that controls are 

in place to adequately mitigate any resultant risks. Firms need 

to review and approve incentive schemes and seek input from 

risk management and compliance functions into the design and 

review of incentive policies. They need to consider how incentive 

scheme features might lead to poor customer outcomes, looking 

beyond the obvious, and the Board Remuneration Committee, 

in particular, should devote significant attention to this issue and 

reflect it in the Committee minutes.
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Incentive schemes must be reviewed, at least annually, paying 

particular attention to potential risks to the fair treatment of 

customers and conduct risk breaches. These reviews will need to 

be undertaken at all levels in the organisation, not just for those in 

‘sales’ roles and we would encourage firms to be creative in this 

regard, looking at other industries, not necessarily following their 

industry “peers”. While that approach may appear risky, it also 

may well provide an innovator with a competitive advantage.

No discussion of remuneration and incentives would be complete 

without dealing with what happens when things go wrong, as 

disciplinary processes are a key element in driving appropriate 

behaviours and thus need to be robust. Boards need to provide 

appropriate ‘air cover’ to such processes and to provide challenge 

when rigour appears to be lacking. 

Once firms have taken steps towards meeting regulatory 

expectations, there are a number of self- assessment questions 

that can help senior management assess what progress they 

have made n the conduct risk journey and what else they may 

need to address.

Questions boards and senior executives may 
want to ask themselves and their reports
Whilst by no means exhaustive, this is a selection of issues our 

clients have found useful to discuss: 

• Has the Board and senior management team invested 

sufficient time in reviewing and challenging its strategic 

business plan? 

• How has “conduct risk” in your firm been defined, articulated 

and communicated within the Board and executive team? 

And to all staff?

• Are you confident that all conduct risks related to the 

current business and future strategy of the firm been 

identified?

• How have conduct risk controls been assessed for 

effectiveness? 

• How comfortable are you with the process used to complete 

this assessment? And how comfortable are you with the 

outcomes?

• How comfortable are you that you “know what you need to 

know” in relation to conduct risk in your firm? 

• Have all business units got appropriate policies, procedures, 

systems and controls to manage conduct risk (including 

middle and back office) in place?

• Are you certain that senior management, at group and 

business unit levels, have the necessary resources and 

influence to oversee and enforce adherence to relevant 

conduct risk policies and procedures? 

• Are ownership and responsibility of conduct risk activities 

clearly defined and understood in all three lines of defence?

• How comfortable are you that the firm’s remuneration and 

incentive arrangements at all levels appropriately address 

conduct risk concerns? 

• How do you know the firm’s governance arrangements, 

including reporting and escalation, support the firm’s 

conduct risk arrangements? 

• Would you be willing to “attest” to the FCA regarding your 

firm’s conduct risk arrangements? If not, why not?

• Where is the next big market failing going to come from? 

What is the possibility your firm will be involved? What 

should you do to prevent that happening?

We know conduct risk exists throughout any business; the 

onus is on senior management to understand the risks, know 

where it is likely to pose the greatest threat within their own 

business and to  put a plan in place to manage it effectively. 

We encourage you to take sensible and proportionate steps to 

prevent these risks crystallising and damaging the reputation 

of your firm – or the integrity and reputation of the industry. 

If you want to explore more of what firms are doing and  

how we work with them to address conduct risk, please  

contact us as below.

Jeannette Lichner
+44.20.3077.0549
jeannette.lichner@fticonsulting.com 

Peter Brooke
+44.20.7979.7409
peter.brooke@fticonsulting.com
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